
Privacy Policy 
AFC-POL-002 

 Rev 0 26/05/2026 

 

AFC-POL-002 Privacy Policy (Rev 0 26/05/2026) Page 1 of 5 

 

Privacy Policy 
1. Purpose 
Australian Fuel Cells Pty Ltd (AFCTEC) is committed to protecting personal information, 
company records, customer information, and sensitive business data from unauthorised 
access, misuse, disclosure, alteration, or loss. This policy outlines how AFCTEC manages 
privacy, information security, and data protection obligations. 

2. Scope 
This policy applies to all employees, contractors, suppliers, subcontractors, and third parties 
who access, store, process, transmit, or manage AFCTEC information or personal information 
on behalf of AFCTEC 

3. Legislative and Regulatory Compliance 
AFCTEC will comply with applicable Australian privacy and information protection obligations, 
including: 

• Privacy Act 1988 (Cth); 
• Australian Privacy Principles (APPs); 
• Notifiable Data Breaches Scheme; 
• Contractual confidentiality obligations; 
• Any customer-specific confidentiality and security requirements. 

Compliance will be supported through: 

• documented policies and procedures; 
• access controls and user permissions; 
• employee confidentiality obligations; 
• cybersecurity protections; 
• secure records management; 
• employee awareness and training; 
• incident reporting and investigation processes; and 
• periodic review of information protection practices. 

4. Australian Privacy Principles 

AFCTEC is committed to managing personal information in accordance with the Australian 
Privacy Principles. 

This includes: 

• maintaining transparent privacy practices; 
• collecting only information reasonably necessary for business activities; 
• using information only for authorised purposes; 
• protecting personal information from misuse, interference, loss, unauthorised access, 

modification, or disclosure; 
• providing individuals with access to their personal information where appropriate; and 
• correcting inaccurate or incomplete personal information when identified. 

Management is responsible for supporting implementation of these principles within company 
operations. 
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5. Collection and Use of Personal Information 
AFCTEC will only collect personal information reasonably necessary for legitimate business 
purposes, including: 

• recruitment and employment activities; 
• customer and supplier management; 
• regulatory compliance obligations; 
• operational and contractual activities; and 
• communication and support functions. 

Individuals may be informed of: 

• the purpose of collection; 
• how the information will be used; 
• who it may be disclosed to, where applicable; and 
• how to contact AFCTEC regarding privacy concerns. 

6. Information Security and Protection 
AFCTEC maintains administrative, physical, and technical safeguards to protect company and 
personal information. 

Controls may include: 

• password-protected systems; 
• multi-factor authentication where appropriate; 
• user access controls and permissions; 
• antivirus and cybersecurity protections; 
• secure backups and recovery processes; 
• restricted access to records and facilities; 
• encryption where required; 
• secure transmission of information; and 
• secure disposal of records and equipment. 

Information security controls will be implemented proportionate to the sensitivity and risk 
associated with the information being protected. 

7. Internal Handling of Company Information 
Employees are responsible for appropriately handling company records and sensitive 
information. 

Personnel must: 

• only access information required for authorised business activities; 
• maintain confidentiality obligations; 
• avoid unauthorised sharing or disclosure; 
• secure physical and electronic records; 
• follow company cybersecurity expectations; and 
• report suspected information security incidents promptly. 

Sensitive information must be handled carefully and only disclosed where authorised. 
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8. Data Retention and Disposal 
Records and personal information will be retained only for as long as necessary to meet legal, 
contractual, regulatory, operational, or business requirements. 

When information is no longer required, reasonable steps will be taken to securely destroy, 
delete, de-identify, or dispose of the information to reduce the risk of unauthorised access or 
disclosure. 

9. Website Privacy and Data Collection 
9.1 Personal Information 
AFCTEC’s website does not collect personal information about users unless they are 
purchasing products through the online store component. In such cases, the information is 
required to ensure the product can be shipped to the customer.  

Users are not obligated to identify themselves or use their real names when submitting a 
contact or feedback form. If a user contacts AFCTEC, their nominated email address and any 
other identifying information provided, such as a name or phone number, will be collected. 
Users are advised not to provide other personal or sensitive information. 

Except in circumstances involving unlawful activity or serious threats to health and safety, 
personal information is not shared with other government or commercial agencies. If a user 
inquiry about an issue that requires assistance from another agency, the website will provide 
the necessary details for the user to make contact independently. Users may opt out of further 
contact at any time. 

9.2 Website Personal Information Protection 
The website is hosted on a reputable and secure web-hosting platform. To safeguard the 
privacy of the data and personal information collected and held, physical, technical, and 
administrative measures are maintained. Security technology is continuously updated and 
tested. 

Employees are trained on the importance of confidentiality and the preservation of the privacy 
and security of personal information. Access to personal information is limited to employees 
who require it to provide benefits or services. 

9.3 Cookies and Website Analytics 
AFCTEC’s website may utilise cookies, analytics tools, and online forms to enhance 
functionality and user experience. Cookies, an industry standard employed by most major 
websites, are small text files that the site may place on a user’s computer to remember 
preferences. Users may refuse cookies by adjusting their browser settings; however, this may 
limit the full functionality of the website. 

The website may include links to other websites. It is important to note that the organisation is 
not responsible for the privacy practices of these external sites. Users are advised to review 
the privacy policies of such sites when accessing them from this website. 

The website may employ Google Analytics, a service that transmits website traffic data to 
Google servers in the United States. Google Analytics does not identify individual users or 
associate IP addresses with other data held by Google. Reports from Google Analytics are 
used to understand website traffic and webpage usage. 
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By using the website, users consent to the processing of their data by Google in accordance 
with Google's Privacy Policy - external site and for the purposes outlined above. Users may 
opt out of Google Analytics by disabling or refusing cookies, disabling JavaScript, or using the 
opt-out service provided by Google - external site. 

The website may also feature interfaces with social media sites such as Facebook, LinkedIn, 
Twitter, and others. If users choose to “like” or “share” information from the website through 
these services, they should review the privacy policy of that service. If users are members of 
a social media site, the interfaces may allow the social media site to associate their visits to 
this site with other personal information. 
10. Access, Correction, and Complaints 

Individuals may request access to, or correction of, personal information held by AFCTEC if it 
is inaccurate, not up-to-date, or incomplete. They may also lodge a complaint regarding the 
handling of their personal information. These services are provided at no cost.  

To safeguard the privacy of individuals, evidence of identity is required before granting access 
to or modifying personal information. Privacy concerns or complaints may be submitted via 
email or phone to management for review and response.  

AFCTEC is committed to addressing requests and complaints within 30 days. Should a 
request or complaint require additional time for resolution, an estimated response date will be 
communicated. 

11. Data Breaches and Cybersecurity Incidents 
Any suspected or actual cybersecurity incident, data breach, unauthorised disclosure, or loss 
of information must be reported to management immediately. 

AFCTEC will: 

• assess and investigate reported incidents; 
• implement corrective actions; 
• evaluate legal or contractual notification obligations; 
• notify affected parties where required; and 
• maintain records of significant incidents and responses. 

Management may escalate significant incidents to customers, regulators, or authorities where 
required. 

12. Third-Party Service Providers 
Where external providers access or process information on behalf of AFCTEC, reasonable 
steps will be taken to ensure appropriate privacy, confidentiality, and cybersecurity controls 
are maintained. 

This may include: 

• confidentiality agreements; 
• contractual privacy requirements; 
• supplier due diligence; and 
• review of provider security practices where appropriate. 

  

https://www.google.com/policies/privacy/
https://tools.google.com/dlpage/gaoptout
https://tools.google.com/dlpage/gaoptout
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13. Training and Awareness 
AFCTEC will promote awareness of privacy, confidentiality, information security, and 
cybersecurity responsibilities through: 

• employee induction; 
• policy communication; 
• ongoing awareness activities; and 
• management guidance;  

14. Responsibilities 
Management is responsible for supporting implementation of this policy and maintaining 
appropriate information protection controls. 

All personnel are responsible for: 

• complying with this policy; 
• protecting company and personal information; 
• following information security requirements; and 
• reporting incidents, risks, or concerns promptly. 

15. Review 
This policy shall be reviewed periodically or following significant legislative, operational, 
contractual, or organisational changes to ensure continued suitability, effectiveness, and 
compliance with applicable legislation and business requirements. 
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